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A Talk in Three Parts
1. IoT Security and Digital Data Privacy
2. Intro to IoT Device “platforms”
3. Deep Dive into RPi-land



Public Service Announcement
“Principles, Practices and a Prescription for Responsible IoT 

and Embedded Systems Development” 
-- https://www.iotiap.com/principles.html and https://www.iotiap.com/principles.pdf --

This working paper suggests approaches to improve the situation 
security challenges related to the Internet of Things (IoT).

Please send any comments or questions to IoTiapEmail@gmail.com



1. IoT Security and Digital 
Data Privacy



What is IoT?

Integration of hardware, software, sensors, and networks to:

1. Collect data / information (via passive or active input)
2. Control devices (algorithmically, adaptively, or via human)
3. Compute actions (this is the algorithmic part …)
4. Communicate (via LAN or WAN, this is the networking part …)
5. Customize the user experience (this is a bit of the AI story …)



BrickerBot and The IoT Vigilante
What is a PDoS (Permanent Denial of Service) attack?

“The BrickerBot PDoS attack used Telnet brute force – the same 
exploit vector used by Mirai – to breach a victim’s devices. Bricker 
does not try to download a binary, so Radware does not have a 
complete list of credentials that were used for the brute force attempt, 
but were able to record that the first attempted username/password 
pair was consistently ‘root’/’vizxv’.”

-- Ron Winward, Radware security evangelist at the Data Center World conference April 2017

Source: http://cybersec.buzz/a-new-threat-called-brickerbot-is-targeting-insecure-iot-devices/



The Internet of Poorly Secured Things (IoT-ps)
1. “Hajime has infected at least 10,000 home routers, 

network-connected cameras, and other so-called 
Internet of Things devices.” 

2. “Hajime uses a decentralized peer-to-peer network to 
issue commands and updates to infected devices.”

3. “Hajime appears to be the brainchild of a grayhat 
hacker, as evidenced by a cryptographically signed 
message it displays every 10 minutes or so on 
terminals.”

4. “Another sign Hajime is a vigilante-style project 
intended to disrupt Mirai and similar IoT botnets: It 
blocks access to four ports known to be vectors used 
to attack many IoT device. Hajime also lacks 
distributed denial-of-service capabilities or any other 
attacking code”

Seth Anderson, Vigilante Man is the image source
at 
https://www.flickr.com/photos/swanksalot/6018217883https://arstechnica.com/security/2017/04/vigilante-botnet-infects-i

ot-devices-before-blackhats-can-hijack-them/ is the text source

https://arstechnica.com/security/2017/04/vigilante-botnet-infects-iot-devices-before-blackhats-can-hijack-them/
https://arstechnica.com/security/2017/04/vigilante-botnet-infects-iot-devices-before-blackhats-can-hijack-them/
https://arstechnica.com/security/2017/04/vigilante-botnet-infects-iot-devices-before-blackhats-can-hijack-them/


“I’ve been interested in malware since I 
[was] a child, and I wanted to have a 
challenge,” Inzirillo said. “I was excited 
about this, and having nobody to share this 
with, I distributed the code to ‘friends’ who 
tried to profit off my work.” — 18-year-old 
malware author Augustin Inzirill

https://krebsonsecurity.com/



http://money.cnn.com/2017/04/19/technology/future/facebook-no-password/index.html

“The farther you go, the weirder it gets.” 
-- CNN Money Interview



Are Your Headphones Listening to You?

https://en.wikipedia.org/wiki/Headphones
Image Source http://muzyczny.pl

See http://www.reuters.com/article/us-bose-lawsuit-idUSKBN17L2BT

"People should be uncomfortable with it," Christopher Dore, a 
lawyer representing Zak, said in an interview. "People put 
headphones on their head because they think it's private, but 
they can be giving out information they don't want to share."

https://en.wikipedia.org/wiki/Headphones
https://en.wikipedia.org/wiki/Headphones
http://muzyczny.pl/


“Since Edward Snowden revealed to the world the extent of the 
NSA's global surveillance network, there has been a vigorous 
debate in the technological community about what its limits 
should be.

Less discussed is how many of these same surveillance 
techniques are used by other -- smaller and poorer -- more 
totalitarian countries to spy on political opponents, dissidents, 
human rights defenders … That these countries can use 
network surveillance technologies to violate human rights is a 
shame on the world, and there's a lot of blame to go around.”

“I regularly say that, on the Internet, attack is easier than 
defense. There are a bunch of reasons for this, but primarily it's 
1) the complexity of modern networked computer systems and 
2) the attacker's ability to choose the time and method of the 
attack versus the defender's necessity to secure against every 
type of attack. This is true, but how this translates to military 
cyber-operations is less straightforward. Contrary to popular 
belief, government cyberattacks are not bolts out of the blue, 
and the attack/defense balance is more...well...balanced.

Rebecca Slayton has a good article in International Security that 
tries to make sense of this..." 

See https://www.schneier.com/



Protecting Customers and Evaluating Risk
“When a potential vulnerability is reported to Microsoft, either from an internal or 
external source, the Microsoft Security Response Center (MSRC) kicks off an 
immediate and thorough investigation. We work to swiftly validate the claim and 
make sure legitimate, unresolved vulnerabilities that put customers at risk are 
fixed. Once validated, engineering teams prioritize fixing the reported issue as 
soon as possible, taking into consideration the time to fix it across any impacted 
product or service, as well as versions, the potential threat to customers, and the 
likelihood of exploitation.” Keeping in mind: “Customers still running prior versions 
of these products are encouraged to upgrade to a supported offering.”

Source: https://blogs.technet.microsoft.com/msrc/2017/04/14/protecting-customers-and-evaluating-risk/



Is this a Dirty Cow?

By dirtycow on Github - 
https://github.com/dirtycow/dirtycow.github.io, CC0, 
https://commons.wikimedia.org/w/index.php?curid=52403593

“Dirty COW (Dirty copy-on-write) is a computer security vulnerability 
for the Linux kernel that affects all Linux-based operating systems 
including Android. It is a local privilege escalation bug that exploits a 
race condition in the implementation of the copy-on-write mechanism in 
the kernel's memory-management subsystem. ….

The bug has been lurking in the Linux kernel since version 2.6.22 
released in September 2007, and there is information about been 
actively exploited at least since October 2016.[2]The bug has been 
patched in Linux kernel versions 4.8.3, 4.7.9, 4.4.26 and newer.”   
https://en.wikipedia.org/wiki/Dirty_COW

https://en.wikipedia.org/wiki/Computer_security_vulnerability
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Android_(operating_system)
https://en.wikipedia.org/wiki/Privilege_escalation
https://en.wikipedia.org/wiki/Race_condition
https://en.wikipedia.org/wiki/Copy-on-write
https://en.wikipedia.org/wiki/Race_condition
https://en.wikipedia.org/wiki/Dirty_COW#cite_note-:0-2


Notes on the Dirty COW - Race during Copy-on-Write - " if a local 
user can read a file, they can also write to it"

A 9-year old bug, where the original fix was reverted because s390 impact. 
Industry observations, starting with the National Vulnerability Database

● https://nvd.nist.gov/vuln/detail/CVE-2016-5195
● https://www.linux.com/blog/how-bad-dirty-cow (serious, for a decade)
● https://dirtycow.ninja (the COW in a nutshell)
● https://access.redhat.com/security/cve/CVE-2016-5195
● https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=19b

e0eaffa3ac7d8eb6784ad9bdbc7d67ed8e619
● https://github.com/timwr/CVE-2016-5195 (Android Proof of Concept)

Thanks to Bill Ricker for these notes on Dirty COW

https://nvd.nist.gov/vuln/detail/CVE-2016-5195
https://nvd.nist.gov/vuln/detail/CVE-2016-5195
https://www.linux.com/blog/how-bad-dirty-cow
https://www.linux.com/blog/how-bad-dirty-cow
https://dirtycow.ninja
https://dirtycow.ninja
https://access.redhat.com/security/cve/CVE-2016-5195
https://access.redhat.com/security/cve/CVE-2016-5195
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=19be0eaffa3ac7d8eb6784ad9bdbc7d67ed8e619
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=19be0eaffa3ac7d8eb6784ad9bdbc7d67ed8e619
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=19be0eaffa3ac7d8eb6784ad9bdbc7d67ed8e619
https://github.com/timwr/CVE-2016-5195
https://github.com/timwr/CVE-2016-5195


If that’s a Dirty COW, what’s this?



2. Intro to IoT Device 
Platforms





OrangePi Sales
“Another recent board released was the $9.90 Orange Pi 2G-IoT, a 
small development board for IoT devices, similar to the Raspberry Pi 
Zero W. But the Orange Pi 2G-IoT includes a twist with a 2G modem, 
useful for short bursts of data transfers over long distances. With 
shipping, the board will cost $13.68.”

Sales contact:

zhao_stevenAT263.net (Consulting service) 
Attention Twitter:orangepixunlong
skype: zhaoyifan_steven
Facebook: +8613632793025
Google+:steven.zhaoyifanATgmail.com

https://www.aliexpress.com at https://goo.gl/T4XEQE

https://www.aliexpress.com
https://www.aliexpress.com


Orange Pi - a $9.90 alternative

https://www.aliexpress.com at https://goo.gl/T4XEQE

AllWinner H3, Source: https://www.board-db.org/compare/98,57,88/

https://www.aliexpress.com
https://www.aliexpress.com


DragonBoard (Qualcomm)

$75

Source: https://developer.qualcomm.com/hardware/dragonboard-410c



DragonBoard Features
● OS Support: Android 5.1 (Lollipop) on Linux Kernel 3.10, Linux based on Debian 8.0, and Windows 

10 IoT Core
● CPU: Quad-core ARM® Cortex® A53 at up to 1.2 GHz per core
● Memory/storages: 1GB LPDDR3 533MHz / 8GB eMMC 4.5 / SD 3.0 (UHS-I)
● Graphics: Qualcomm Adreno 306 GPU with support for advanced APIs

○ OpenGL ES 3.0, OpenCL, DirectX, and content security
● Video: 1080p@30fps HD video playback and capture with H.264 (AVC)
● Camera Support: Integrated ISP with support for image sensors up to 13MP
● Wi-Fi 802.11 b/g/n 2.4GHz, integrated digital core
● Bluetooth 4.1, integrated digital core
● I/O Interfaces: HDMI Full-size Type A connector, one micro USB (device mode only), two USB 2.0 

(host mode only), micro SD card slot 
● …. And more

Source: https://developer.qualcomm.com/hardware/dragonboard-410c



ASUS Tinker Board

https://www.asus.com/us/Motherboards/Tinker-Board/

http://www.tomshardware.com/news/asus-tinker-board-diy-iot,34190.html

https://www.asus.com/us/Motherboards/Tinker-Board/gallery/

$60



Comparing SBC Systems
Source and more at: 
https://www.board-db.org/compare/98,57,88/



Change in the Air?

Announcement: IDF17 San Francisco
Intel has evolved its event portfolio and decided to retire the IDF program moving forward. Thank 

you for nearly 20 great years with the Intel Developer Forum!

https://www-ssl.intel.com/content/www/us/en/intel-developer-forum-idf/san-francisc
o/2017/idf-2017-san-francisco.html



3. Deep Dive into RPi-land:
The RPi Zero W

Navigation Menu of https://www.raspberrypi.org/



History and the RPi
“February 29, 2012 marked a day when computing was changed irrevocably. The 
first generation of the credit-card-sized Raspberry Pi went on sale and shifted 
100,000 units within its first 24-hours.” -- http://www.wired.co.uk/article/raspberry-pi-future

On 9/8/16 the ten millionth sale was reported - https://www.raspberrypi.org/blog/ten-millionth-raspberry-pi-new-kit/

"Engineering is a wonderful tool for social mobility. Engineering 
doesn't care who your Dad is. Maybe your Dad can get you a 
nice job in some field and then you can muddle through. But 
engineering doesn't care: bridges stand-up or they fall down."

http://www.wired.co.uk/article/raspberry-pi-future

http://www.wired.co.uk/article/raspberry-pi-future


Raspberry Pi Hardware Line-up
● 2/29/12 - Raspberry Pi 1 Model B is introduced (Broadcom BCM2835 SoC)
● Raspberry Pi 1 Model A - simpler, less expensive than Model B)
● 5/14/13 - RPi Camera Module v1, 1080p, 720p and 640x480p video
● 2014 - Raspberry Pi 1 Model B+
● 2/15 - Raspberry Pi 2 is introduced (more memory, Broadcom BCM2836 SoC with a 900 MHz 32-bit 

quad-core ARM Cortex-A7 with 256 KB shared L2 cache )
● 2/29/16 - Raspberry Pi 3 Model B, with WiFi, Bluetooth and USB boot, Broadcom BCM2837 SoC 

with a 1.2 GHz 64-bit quad-core ARM Cortex-A53 processor, with 512 KB shared L2 cache)
● 11/15 - Raspberry Pi Zero ($5, reduced IO and GPIO, Broadcom BCM2835, 1GHz ARM11 core, 

512MB of LPDDR2 SDRAM)
● 5/16 - Pi Camera Module v2 , an 8 megapixel camera.
● 2/28/17 - Launch of Raspberry Pi Zero W (adds WiFi and Bluetooth to RPZ, price $10)

See http://www.raspiworld.com/viewtopic.php?t=13 and https://en.wikipedia.org/wiki/Raspberry_Pi

http://www.raspiworld.com/viewtopic.php?t=13


Raspberry Pi - A Future Focused on Software?

“As it sells its 12 millionth 
board, Raspberry Pi reveals 
why it's shifting away from 

hardware
For the next few years, Raspberry Pi will focus on its software not 

hardware”

Source: http://www.wired.co.uk/article/raspberry-pi-future



Feature list for RPi Zero W
● Dimensions: 65mm × 30mm × 5mm
● SoC: Broadcom BCM2835
● CPU: ARM11 running at 1GHz
● RAM: 512MB
● Wireless: 2.4GHz 802.11n wireless LAN
● Bluetooth: Classic 4.1 and LE
● Power: 5V, via micro USB connector
● Storage / Output: MicroSD / Micro USB
● GPIO: 40-pin GPIO, unpopulated
● Pins: Run mode, unpopulated
● RCA composite, unpopulated
● Camera Serial Interface (CSI)
● Video & Audio: 1080P HD video & stereo audio via mini-HDMI connector

Source https://www.raspberrypi.org/magpi/pi-zero-w/



RPi Zero W - From Startup
1. Download Raspbian / Jessie
2. Write image onto microSD
3. Insert microSD, connect tiny HDMI, connect USB Hub (with keyboard/mouse), connect USB power 

source (after which it Blinks to life)
4. When it boots up, click on the WiFi icon / turn on WiFi and connect to a WiFi Access Point (or edit 

wpa_supplicant.conf by command line)
5. sudo nano /etc/default/keyboard and set language to “us”
6. sudo raspi-config (host name, enable SSH and camera, and set passwords)
7. sudo-apt-get update, and then 
8. sudo apt-get upgrade (this takes a while… ) - followed by reboot
9. Install Go 1.8 (follow directions on next slide)



Configuring WiFi from the Command Line

See https://www.raspberrypi.org/documentation/configuration/wireless/wireless-cli.md



Example of /etc/wpa_supplicant/wpa_supplicant.conf



Remote Control your RPi by Various methods
● IP address
● Via Weaved or Dataplicity
● VNC
● SSH
● SFTP
● SCP
● SSHFS
● Rsync
● FTP
● Web Server

Source: https://www.raspberrypi.org/documentation/remote-access/



Install Go 1.8
1. wget https://storage.googleapis.com/golang/go1.8.linux-armv6l.tar.gz

2. sudo tar -C /usr/local -xzf go1.8.linux-armv6l.tar.gz

3. sudo nano ~/.bashrc

4. Then add the following:

5. export PATH=/usr/local/go/bin:$PATH

https://storage.googleapis.com/golang/go1.8.linux-armv6l.tar.gz


Set the Keyboard to US
1. sudo nano /etc/default/keyboard 
2. Change  XKBLAYOUT="gb" to XKBLAYOUT="us" 
3. Ctrl-X followed by yes to save
4. Reboot



nmap
Use nmap to find your Raspberry Pi

nmap 18.2.1.1/24 | grep ssh …



RPi Zero W Numbering



GPIO Zero
https://gpiozero.readthedocs.io/en/stable/

https://gpiozero.readthedocs.io/en/stable/recipes.html#led

https://gpiozero.readthedocs.io/en/stable/
https://gpiozero.readthedocs.io/en/stable/
https://gpiozero.readthedocs.io/en/stable/recipes.html#led
https://gpiozero.readthedocs.io/en/stable/recipes.html#led


Pins
http://abyz.co.uk/rpi/pigpio/



What apps are installed?
Here are ways to find out what is pre-installed

● Preinstalled automatic - apt-mark showauto
● Manually installable - apt-mark showmanual
● Search it: apt-mark showauto | grep spi
● Save it: apt-mark showauto > packagelist.txt
● Save it: apt-mark showmanual > packagelist.txt



What packages are installed?
● Version, architecture, description table: dpkg-query -l
● Check status: dpkg-query -l '*' | less
● Package names only, one per line: dpkg-query -f '${binary:Package}\n' -W
● Search: dpkg-query -l '*golang*'
● Show installed packages: dpkg -l | grep '^.i'



Install Some Extra Goodies
● FileZilla - sudo apt-get install filezilla
● MP4box - sudo apt-get install -y gpac
● MPV - video player
● …



Camera
Full camera software documentation can be found at 

https://www.raspberrypi.org/documentation/raspbian/applications/camera.md

https://www.raspberrypi.org/documentation/configuration/camera.md

Run raspi-config, choose option 5 - interfacing. Then enable the camera and 
reboot.

There are three applications provided: raspistill, raspivid, and  raspistillyuv. 
raspistill and raspistillyuv are very similar and are intended for capturing images; 
raspivid is for capturing video.

https://www.raspberrypi.org/documentation/raspbian/applications/camera.md
https://www.raspberrypi.org/documentation/raspbian/applications/camera.md
https://www.raspberrypi.org/documentation/configuration/camera.md
https://www.raspberrypi.org/documentation/configuration/camera.md


Photos via Camera-raspistill

For all options, run raspistill

raspistill -o cam.jpg

VERTICAL FLIP & HORIZONTAL FLIP

raspistill -vf -hf -o cam2.jpg

#!/bin/bash

DATE=$(date +"%Y-%m-%d_%H%M")

raspistill -vf -hf -o /home/pi/camera/$DATE.jpg



Images from Raspberry Pi Zero W devices in classroom



Let’s make a video (and MP4 it)
https://www.raspberrypi.org/documentation/usage/camera/raspicam/raspivid.md

# 30 seconds of raw vid at 640x480 and 150k B/s bit rate into a pivideo.h264 file:
raspivid -t 30000 -w 640 -h 480 -fps 25 -b 1200000 -p 0,0,640,480 -o pivideo.h264 
# Wrap the raw video with an MP4 container: 
MP4Box -add pivideo.h264 pivideo.mp4
# Remove the source raw file, leaving the remaining pivideo.mp4 file to play
rm pivideo.h264

https://www.raspberrypi.org/documentation/usage/camera/raspicam/raspivid.md
https://www.raspberrypi.org/documentation/usage/camera/raspicam/raspivid.md


Audio, AV / Media
Sudo apt-get install audacity

Sudo apt-get install libav-tools

For audio streamed over Bluetooth - you need to install a few things

sudo apt-get install pulseaudio pavucontrol pulseaudio-module-bluetooth

https://www.raspberrypi.org/magpi/bluetooth-audio-raspberry-pi-3/

try mpg123 (apt-get install mpg123) 

https://www.raspberrypi.org/magpi/bluetooth-audio-raspberry-pi-3/
https://www.raspberrypi.org/magpi/bluetooth-audio-raspberry-pi-3/


Blink



Temp and Humidity

https://learn.adafruit.com/dht-humidity-sensing-on-raspberry-pi-with-gdocs-logging



Temp & Humidity requires installs ...
https://github.com/adafruit/Adafruit_Python_DHT

sudo apt-get update

sudo apt-get install build-essential python-dev

Then, install the AdaFruit Library

https://github.com/adafruit/Adafruit_Python_DHT

And run samples … 

https://github.com/adafruit/Adafruit_Python_DHT
https://github.com/adafruit/Adafruit_Python_DHT
https://github.com/adafruit/Adafruit_Python_DHT
https://github.com/adafruit/Adafruit_Python_DHT


Ready or 
Resistance?



Questions? Discussion?


